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Agenda
EV Charger Attacks/Vulnerabilities
� EV charger vulnerabilities and exploit�
� CVE-2024-3367�
� OCPP attack scenarios 

Cybersecurity Defenses
� Intrusion detection and response strategie�
� V2X and OCPP 2.1 considerations

Solar PV Attacks/Vulnerabilities
� Vulnerability disclosure trends for distributed energ�
� Historical attacks on PV systems



Right now, all bets are on Volt Typhoon

“The question is, which geopolitical conflict 
will force an APT over the red line?”

50% Year-On-Year Increase

1,100 Incidents Per Week*

* IEA indicates this figure represents “the tip of the iceberg”

$275 Billion Cost Per Year

Adversaries are pre-positioned in energy systems

EVSE and DER Devices are the New Cyber Battleground

Nicole Perlroth


NYT Best Selling Author and Podcast Host

$5M 
Avg Cost of a Cyber Attack

IBM 2024



Solar Energy Threats



Distributed Energy Attack Vectors

Unauthorized Access

to Cloud Infrastructure

� Threat: Adversary controls fleet operations via 
misconfigured permissions or porous perimeters

Insecure Mobile

Apps or APIs

� Threat: Unauthenticated APIs enable credential 
theft and/or remote DER system access

Control Changes

via Local Network

� Threat: Modification via SunSpec Modbus, 
DNP3, HTTP, MQTT, Telnet, etc.

Insider Threats

� Threat: Malicious setpoints issued from 
legitimate users

Malicious Over-the-Air

Firmware Updates

� Threat: Malicious firmware is uploaded to field 
assets to reprogram the equipment

Adverse Local

Interface Modifications

� Threat: Field devices are reprogrammed via 
front panel or maintenance interfaces

Internet

Supply Chain Attacks

� Threat: Undisclosed and/or malicious 
embedded components or functions



Growing Solar Energy 
Cybersecurity Risk

DERSec Whitepaper V2 May 2025



PV System Attacks

March 5, 2019 – DoS attack on an unpatched Cisco 
Firewall caused it to continuously reboot.  sPower lost 
visibility to 500 MW of wind and PV across CA, UT 
and WY for 12 hours.

Feb 9, 2023 – Palo Alto Networks’ Unit 42 
reports APsystems ECU-R (Gateway) command 
injection on timezone parameter allows root 
code execution.

Dec 26, 2023 – Installer-level 
credentials used to modify Romanian 
volt-watt function to produce more 
energy.



PV System Attacks

May 1, 2024 – 800 ContecSolarView 
Compact SV-CPT-MC310 remote 
monitoring devices were hijacked to 
support bank account thefts.

Sept 1, 2024 – Pro-Russian hacktivist group, 
Just Evil, targeted Lithuanian solar monitoring 
solutions, compromising schools and medical 
facility PV sites.

Sept 18, 2024 – FBI/NSA report People’s Republic 
of China-linked cyber actors compromised solar 
monitors for a botnet that was positioned for 
malicious activity.



Fleet Access to SolaX

Source: Vangelis Stykas, “Gridlock:
The Dual-Edged Sword of EV and Solar APIs in Grid Security, OWASP Lisbon, 2024. 



“In Europe, exercising control over just 3 to 4 GW of energy could 
cause widespread disruption to electricity supplies, experts said.”




“The European Solar Manufacturing Council estimates over 200 GW of 
European solar power capacity is linked to inverters made in China”

China’s Real-Time Control of Western Power

US Solar Inverters Remotely 
Bricked from China. 



EV Charger 
Cybersecurity 

“In recent years, security researchers and white-hat hackers have 
identified sprawling vulnerabilities in internet-connected home 
and public charging hardware that could expose customer data, 
compromise Wi-Fi networks, and, in a worst-case scenario, bring 

down power grids.” – Jay Johnson



J. Johnson, T. Berg, B. Anderson, and B. Wright, “Review of Electric Vehicle Charger Cybersecurity Vulnerabilities, 
Potential Impacts, and Defenses,” Energies, vol. 15, no. 11, p. 3931, May 2022. http://dx.doi.org/10.3390/en15113931

Vulnerable EV Charger Interfaces 

Four primary interface�
� EV couplers – CCS, CHAdeMO, NACS, 

etc�

� User terminals – touch screens, credit 
card swipes, etc�

� Maintenance terminals – local debugging 
and service interfaces (USB, ethernet, 
etc.�

� Internet connections – cellular or wired/
wireless backhaul networks


http://dx.doi.org/10.3390/en15113931


Hacking through Charging Cable

https://www.brokenwire.fail/

https://elaad.nl/en/hacking-ev-charging-stations-via-the-charging-cable/



Also see AcCCS from INL - https://github.com/IdahoLabResearch/AcCCS

https://www.synacktiv.com/en/publications/exploiting-the-tesla-wall-
connector-from-its-charge-port-connector

https://www.brokenwire.fail/


https://github.com/IdahoLabResearch/AcCCS


https://x.com/klwtts/status/1619554380591824898

User Interfaces

� Cloning risks of using RFID tags and 
MiFareClassic (13.56 MHz contactless 
smart cards�

� Drivers can be tracked if RFID and 
Charging Station ID are broadcast (e.g., 
via unencrypted OCPP 1.6) to e-mobility 
roaming providers.

M. Dalheimer, “LadeinfrastrukturfürElektroautos: 
AusbaustattSicherheit (Charging infrastructure for 
electric cars: expansion instead of security)”  in 
Proceedings of the 34th Chaos Communication 
Congress; 2017.



A. Friedland, “Security and Privacy in the Current E-
Mobility Charging Infrastructure. In Proceedings of the 
DeepSec; 2016.



Many chargers support several 
internal communication protocols 
between boards/subsystems 
along with USB, serial, and other 
debug interfaces. 

Interfaces

Lots of internal 
interfaces!



Maintenance and Internal Interfaces

https://www.pentestpartners.com/security-blog/pwning-a-smart-car-charger-building-a-botnet/

https://www.pentestpartners.com/security-blog/pwning-a-smart-car-charger-building-a-botnet/


Internet Interfaces + Supply Chain Vulnerabilities



CVE-2024-33676
Weak authentication on Enel X JuiceBox Level 2 charger enables access to 
operating system functions and information disclosure.



Tested Versions:�
� EMWERK-JB201-1.0.46, Gecko_OS-STANDARD-4.2.7-11064, WGM160�
� EMWERK-JB201_OCPP_EZVOL-0.0.106, Gecko_OS-STANDARD-4.2.7-11064, WGM160�
� EMWERK-JB201_OCPP_VOLTI-0.0.111, Gecko_OS-STANDARD-4.2.7-11064, WGM160P



Enel X Way (subsidiary of Italian utility and energy conglomerate) EV charger footprin�
� 25,000 JuiceBox commercial chargers (shopping malls, multifamily parking garages, etc.�
� 100,000 residential JuiceBox chargers in North America

Adversaries on EV charger network can extract PII, change settings, and 
manipulate the OS file system.



Special thanks to Brian Wright at Sandia National 
Laboratories for supporting this research!



WGM160P Wi-Fi / Ethernet Module

So many interesting commands!

network_down, http_download, http_upload, factory_reset, ping, 
reboot, shutdown, smtp_send, format_flash, gpio_set, dfu_update 
(firmware update), file_create, dms_claim (hijack device), etc.

Risks to Enel X Product
Abusing JuiceBox Level 2 Charger Gecko OS 
programming interface�

Upload and download files using the http 
functionality (reversing opportunity�
Read and modify the Wi-Fi password

Reboot or shutdown charge�

Manipulate OCPP settings 

� Enable/disable service�
� Change remote terminal and website credentials 

(i.e., update password to lock out owner�
�

� �
� allowing access to HAN/WLAN or knocking EV charger off the 

local Wi-Fi (e.g., no updates, no app access�

�
� Adjust serial connections to sensors/actuators via 

I2C and GPIO configurations - safety concern�
� or falsify information�
� Identify other Wi-Fi APs in the are�

� Disclosing the location of the EV charger (privacy risk�

� Deface or disable the local websit�
� Potentially locking legitimate users out of their system



Suggested CVSS 4.0: 9.3 / Critical 
(Vector: CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:L/SI:L/SA:L/R:U)



 $ netcat 192.168.10.30 2000 
 EMWERK-JB201-1.0.46, Gecko_OS-STANDARD-4.2.7-11064, WGM160P 
 > get all 
 get all 
 app.debug.auto_run: 1 
 app.debug.ignore_settings: 0 
 app.info: 
 SDK version : 11064 
 Name : JBox_BT_Final.app 
 Size : 274852 
 Running : 1 
 broadcast.data: mac,bssid,channel,ip,ssid,rssi,remote_terminal_port,time,version,uuid 
 broadcast.http.host: 
 broadcast.interface: default 
 broadcast.interval: 10 
 broadcast.udp.ip: 255.255.255.255 
... 
 wlan.network.netmask: 255.255.255.0 
 wlan.network.status: 2 
 wlan.network.status_gpio: -1 

 wlan.powersave.listen_interval: 0 
 wlan.powersave.mode: 0 
 wlan.rate.protocol: auto 
 wlan.rate.transmit: auto 
 wlan.roam.threshold: -99 
 wlan.rssi_average: 0 
 wlan.scan.active_dwell: 75 
 wlan.scan.channel_mask: 0x07FF 
 wlan.scan.home_dwell: 50 
 wlan.scan.num_probes: 3 
 wlan.scan.passive_dwell: 110 
 wlan.scan.retries: 3 
 wlan.scan.type: active 
 wlan.security: Auto 

 wlan.static.dns: 8.8.8.8

 wlan.passkey: Iamtheonewhoknocks 

 wlan.ssid: SaulsGWiFi 

Common Weakness 
Enumerations (CWEs)
� CWE-15: External Control of System or 

Configuration Setting�
�

� CWE-256: Plaintext Storage of a Password�
� CWE-284: Improper Access Control�
�

�

� CWE-434: Unrestricted Upload of File with 
Dangerous Type�

� CWE-522: Insufficiently Protected Credentials�
� CWE-749: Exposed Dangerous Method or 

Function

CWE-200: Exposure of Sensitive Information to an 
Unauthorized Actor�

CWE-306: Missing Authentication for Critical 
Function (Enel X default�
CWE-359: Exposure of Private Personal 
Information to an Unauthorized Actor�



evconnect.com backend
OCPP cert for 

evconnect.com?  

With OCPP credentials 
would allow an attacker 

to create imaginary 
chargers, falsify EVSE 
data, and attack the 

CSMS backend. 

Expired



Malicious OCPP payloads

Attacker 
Compromising 
CSMS

� Defender Goal: Prevent malicious 
control of EVSE devices

Internet
Attacker 
Compromising 
EVSE

� Defender Goal: Prevent malicious 
control of CSMS/fleet

Upstream Attack�
� Embed code injection and other exploits into payloads to 

try to compromise head-end system.�
� Falsify billing data (e.g., get free charging) by 

manipulating  and  
 values for power, current, voltage, energy, 

power factor, state of charge, reactive power, energy, 
etc.�

� Manipulate the  data in 
 to make money during a transaction.�

� Falsified  information with bad 
, , , , or 

.�
� Report a range of failures causing the CPO to send teams 

to repair the equipment.�
� Falsify EV disconnection with  

and  + final  data, but actually 
continue charging.


MeterValues TransactionEvent
measurand

Current.Export MeterValues/
TransactionEvent

BootNotification
serialNumber model vendorName firmwareVersion
modem

TransactionEventRequest
stoppedReason measurand

Downstream Attack�
� Configure all chargers to be unavailable with a  

payload for the �
� Schedule charging sessions for all chargers so no one can charge.�
�  commands to all EVSE�
� Repeated  request all the EVSE devices.�
� Periodically send  commands to the EVSE fleet to disrupt 

charging sessions.�
� Use  to limit the current  to only 

allow a trickle charge.�
� Modify cost for all EVSE to $0 or $10,000/kWh using .�
� Boost the price of a running charging session using �
� Display obscenities or other frightening messages with , 

e.g., this chargers is hacked and it will damage your vehicle.�
�  with malicious  data.�
� Use  to disable/modify local authorization ( ) and 

clear authorization cache ( ).�
� Use  with  to update charging station 

password. 

"operationalStatus": "Inoperative"
ChangeAvailability

RemoteStopTransaction
Reset

UnlockConnector

SetChargingProfile chargingSchedulePeriod.limit

SetChargingTariffs
CostUpdated

SetDisplayMessage

UpdateFirmware location
SetVariables AuthCacheEnabled

LocalAuthorizeOffline/LocalPreAuthorize
SetVariables BasicAuthPassword



Protect your equipment
Configure a remote terminal password 

Disable with remote_terminal.enabled parameter 

> set re w R3411yG00dEVCh4rg3rPa@@word

> save



> set re e false

> save

Timeline - A long time coming
2023-06-30 - Created VINCE Report. Attempted to contact Enel X via 
email, website, and LinkedIn. 

2023-06-30 - Notified US co-op of exposed devices.  
2023-11-30 - CERT/CC unable to contact Enel X, says

2024-4-25 - MITRE assigns CVE-2024-33676. 

2024-10-11 - Enel X Way announces it’s shutting down its North 
American charging business.  

2025-1-7 - VoltiE Group and partners acquire Enel X North America.

2025-7-26 - Researcher discloses vulnerability at BSides Albuquerque.

 “At this point, I 
think it's best to apply
for a CVE and go public.”


Future Pen Testing Wor�
� Download and reverse app/kerne�
� Overwrite app or kernel to
brick the devic�
� Modify app or kernel to add new functionality and/or 

executing arbitrary code on devic�
� Hijack device by
reassigning the equipment using the 

Zentri Device
Management Servic�
� Changing DNS address to direct traffic to malicious 

OCPP CSMS or firmware server.

https://www.canarymedia.com/articles/ev-charging/enel-x-way-abandoned-its-us-ev-charging-customers-what-happens-next



U.S. Critical 
Infrastructure 
Cybersecurity 
Defenses



Cybersecurity Tech on the Cyber Kill Chain

Harvesting email addresses, 
conference information, etc. 

Delivering weaponized bundle to 
the victim via email, web, USB, etc.

Coupling exploit with backdoor into 
deliverable payload

Command channel for remote 
manipulation of victim

Exploiting a vulnerability to execute 
code on a victim’s system

Installing malware on the asset

With ‘Hands on Keyboard’ access, 
intruders accomplish their goals

Image: Lockheed Martin

Cyber-Physical Detection and Response 
A Category-Defining Security Solution

‘Living off the Land’* 
cybersecurity attacks by 
actors like Volt Typhoon 
bypass detection options for 
most of the cyber kill chain. 

*Living off the land (LOTL) is a fileless 
malware cyberattack technique where 
the cybercriminal uses native, legitimate 
tools within the victim’s system to 
sustain and advance an attack.

Network Monitoring

Threat Intelligence Platforms

Email and Web Filtering

Antivirus Software

Intrusion Detection Systems (IDS)

Intrusion Prevention Systems (IPS)

Endpoint Detection and Response (EDR)

Firewalls and DNS Filtering

Data Loss Prevention (DLP)

Multi-Factor Authentication (MFA)



Cyber-Physical Correlation

Temporal Correlations

Out of Band Sensor Comparisons


Impact Estimations

DER Power System Data

DER Measurement &

Control Data

Voltage

Frequency

Power

Limit Power

Volt-Var

Freq-Droop

Power System Anomalies

Parameter Validation

Data Stream Correlation

Digital Twinning

AI/ML Inference

DERSec Finds the Needle in a Haystack

DER Network Data

Network Traffic

Zeek Scripts

Snort Rules

Suricata Rules

Network Anomalies

Protocol Analysis

Stateful Inspection

Signature Validation

Behavior Analytics

Alerts

Protected by U.S Patents 11,388,178 and 11,831,662

Six provisional patents in the works



� Voltage manipulation

� Grid destabilization 

� Active power controls

� Nameplate falsification

DER Security Defends Against Potent Power Exploits

Malicious DER Operations 
(Grid-Damaging Behavior)

Normal DER Operations 
(Grid-Supporting Behavior)Re
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Traditional firewalls & network analysis doesn't reveal these actions.

� Measurement falsification



DERSec

Sentry

( Software on  
 Edge Device )

 “Assumed breach” response strategy

Grid Edge Assets
DERMS & VPP, SCADA,


Energy Management Platforms

Internet
DERSec

Sentry

( Cloud )

Malicious Firmware Updates or

App/Cloud Changes

� Threat: Malicious firmware is uploaded or 
parameters changed to program the EVS�

� Detection: Digital twins identify 
maloperation�

� Response: Roll back firmware to previous 
golden image; update site firewall rules

Adverse Local

Interface Changes

� Threat: Field devices reprogrammed 
via local/maintenance interface�

� Detection: Measurements are used to 
identify maloperation�

� Response: Reset settings; update 
endpoint firewall rules

Insider Threats

� Threat: Malicious setpoints issued from 
legitimate user�

� Detection: Control parameters are 
analyzed for validity using tunable rule�

� Response: Revert to pre-programmed, 
known-good EVSE settings



Conclusion

Detection + Response
ML-driven, cyber-physical analysis can rapidly detect adversary 
actions on objectives and restore operations

Threat Actors
Nation-state and other threat actors are leveraging DER 
vulnerabilities as their penetration levels are increasing

Grid Edge Vulnerabilities
Coordinated vulnerability disclosures are essential to maintain a 
healthy distributed energy ecosystem



Contact Us

Jay Johnson, CTO
jay@dersec.io


